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Agenda

« Serverless security - is it different?
 Security domains for serverless applications
« Workshop scenario

- How to secure serverless applications

- Hands-on

AWS
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Sample architecture for serverless A
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Sample architecture for serverless web app
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How is serverless security different?
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Image credit: Protego Serverless Security Primer eBook
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Different:

- Reduced scope

- Ephemeral environment

- More events can trigger your lambda

- 0Old techniques might not be relevant

But still...

- Need to secure databases, s3 buckets, etc.
- Need to secure your code.

- Need to use minimum privilege access.

- Need to monitor usage and data flow.

dWS
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Domains of security for (serverless) applications

Code

ldentity Logging &
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& Access Monitoring

Infrastructure
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OWASP 2017- Top 10 Web Application Security Risks

Rank | Security risks
Injection
Broken Authentication

Exploitability

Sensitive Data Exposure
XML External Entities (XXE)
Broken Access Control

 Prevalence

Detectability

Security Misconfiguration
Cross-Site Scripting (XSS)
Insecure Deserialization

Technical impact

T
2
35
4
5
6
7
8
9

Using Components with Known
Vulnerabilities

—
o

Insufficient Logging & Monitoring

AWS
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https://www.owasp.org/

OWASP Top 10 mapped to security domains

ldentity
& Access

Broken Authentication(#2)

Broken Access Control (#5)

AWS
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Code

Injection (#1)

XXE (#4)

XSS (#7)

Insecure Deserialization (#8)
Using Components with Known

Vulnerabilities (#9)

Data

Sensitive Data Exposure (#3)

Infrastructure

Using Components with Known
Vulnerabilities (#9)

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Logging &
Monitoring

Security Misconfiguration (#6)
Insufficient Logging &
Monitoring (#10)
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Scenario: Wild

AWS
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3rd party functionality— unicorn customization
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3" party API: Unicorn customization
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GET /capes h \

GET /glasses &y %

GET /horns ;g)

GET /socks t'.
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List customization options and prices:
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http://www.flaticon.com/
http://www.openclipart.org/

3" party API: Unicorn customization

Create and manage customizations

POST /customizations
GET /customizations

GET /customizations/{id}

DELETE /customizations/{id}

AWS
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D|: register 3" party partners

Register new partners

POST /partners
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Workshop architecture — starting point

Deployed using SAM
(Serverless Application Model )

$—1p

Amazon API INVS
Gateway Lambda
AWS .
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Your task: secure the application against attackers!
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Partners
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ldentity and access management tor serverless applications

Code

« Authenticate and authorize end-
users/clients
Logging &

Viyewemy - Access between backend services
(e.g. AWS Lambda to DynamoDB
tables)

Data

Infrastructure

AWS
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ldentity and access management tor serverless applications

Authenticate & authorize end-users/clients Access control between

services
gt: APl Gateway

3 ways for AuthN & AuthZ:
- AWS |IAM

||E AWS Lambda:
* |nvocation permissions

_ « Execution permissions
« Lambda Custom authorizer

* Cognito User Pool authorizer
Cognito

« Managed user directory or federation with other Idps

 Standard JWT tokens or AWS credentials

AWS

re. | nve nt © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved. aWS



Workshop module 1: OAuth Client Credentials Flow

Authorization Resource
server server

Client

Client credentials
(ClientID + Client Secret)

>

Access token

<
Call protected resource with access token |
., protected resource response
Client Authorization Resource
server server
re:Invent © 2018, Amazon Web Sevices, Incor s sfiltes, Al ights reserved, aWws
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Workshop module 1: add authentication

3

Amazon Cognito

Client
authenticatio

to validate token

P

AWS Lambda
(Custom authorizer)

T Download public key

A\ 1/ 4

Amazon DynamoDB
(Mapping ClientID ->
backend companyID)

Verify access
token and scope

OWASP #2: Broken Authentication

OWASP #5: Broken Access Control

t R
T

Amazon API
Gateway

o

AWS
Lambda

AWS
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Workshop module 1: add authentication

3

Amazon Cognito

Wy
Il
Admin App client: -
« Client ID: 222 <
* Client Secret Amazon DynamoDB
Mapping table

Company foo app client: .
« Client ID: XXX ClientiD BackendID

e Client Secret XXX 1

Amazon Aurora

Company bar app client: YYY 2
« ClientID: YYY
+ Client Secret

AWS
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Securing code for serverless applications

 Input validation
- Dependency vulnerabilities

|dentity Logging & .
& Access Data Monitoring « Secrets in source code

Infrastructure

AWS
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Securing code for serverless applications

Input validation Dependency vulnerabilities  Storing secrets
4, AWS WAF: IID AWS Lambda: E AWS Secrets Manager
« XSS Rules  Minimize dependencies

Vulnerability Dependency Systems Manager

* SQL injection rules

o Check tools: Parameter Store
ttl APl Gateway:
o « OWASP
* Request Validation
* Snyk |I E AWS Lambda encrypted

IID AWS Lambda: environment variables

« Sanitize input in code

« Twistlock

AWS
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Module 2: Secret Manager

P

CloudFormation

3rd party Secret Rotation
\4
Algth:vI;aAPl AWS Amazon RDS
Y Lambda (Aurora MySQL)

AWS Secrets
ELET [

AWS
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Module 3: Input Validation

3rd party

{

”unexpectedAttr":"1",

}

g

J

O
QV

/customizations
POST

AWS
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Request body

{

”name" :”AwesomeUnicorn",
"imageUrl": "http://this.jpg",
llsockll: Il1ll

J
llhor‘nll: Il1ll,
"glasses": "1",
llcapell: Il1ll

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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«  OWASP #1: Injection

« QOWASP #8: Insecure Deserialization

>

T

Amazon API
Gateway

B

AWS
Lambda
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Module 7: Dependency Vulnerability e

Known Vulnerabilities

e Check for vulnerabilities on

T our dependencies

. . \W ’ « OWASP Dependency Check:

tough-cookie@2.4.3
[ J

i « Third party tools

« Remove unused dependencies
« depcheck:

http://npm.anvaka.com/#/view/2d/request

AWS
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Securing data for serverless applications

Your responsibility:

- Data Classification and Data Flow
Tokenization

Encryption at rest

« Encryption in transit

- Data Backup/Replication/Recovery

ldentity

Logging &
& Access

Monitoring

Infrastructure

AWS platform takes care of:

Automatic replication of data across J Managed backups/
availability zones for high durability n encryption
?Vevs | n\/e nt © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved. aWS
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Securing data for serverless applications

Data Classification Data Encryption at rest Data backup/Replication
| AWS KMS: a2 53
AN Amazon Macie « Server-side encryption * Versioning
+  S3, DynamoDB, RDS * MFA delete
Data Flow . « Cross-region replication
M AWS X-Ray « Client-side encryption DynamoDB

. . . e On-demand backu
Data Encryption In transit P

Data Tokenization  Point-in-time restore

IEF: API Gateway : HTTPS only

« DIY * Change streams
Amazon Certificate Manager:
 AWS Marketplace -— RDS
« Manage SSL certs for custom
domains « Automated backups

AWS
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Module 4: encryption in transit

{

host: "database.host.com",

user: "admin",

password: "XXXXXxxxx",

database: "unicorn_customization"
}

3rd party

N N
&—ofh —8—

p——a—1>

Amazon API AWS Amazon RDS
Gateway Lambda (Aurora MySQL)
{

host: "database.host.com",

user: "admin",

password: "xxxxxxx",

database: "unicorn_customization",
ssl: "Amazon RDS"

AWS
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Securing infrastructure for serverless applications

Your responsibility:
I dentity Logging & « DDQOS protection
5 NEEEEE Monitoring » Throttling/ Rate limiting

« Network boundaries

Serverless platform takes care of:

Physical : S OS security Scaling
u security u Virtualization M & patching y & HA

re | nve nt © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved. aWS




Securing infrastructure for serverless applications

DDOS protection + Throttling/ Rate limiting Network boundaries
P AWS Shield Standard %F: API Gateway: IEF: API Gateway:
» AWS Shield Advanced e Account level throttling * Private VPC endpoints
1 AWS WAF: « API Stage level throttling * Resource policy
* Geoblocking « Usage Plan |ID AWS Lambda:
* [P reputation lists « Method level throttling * Access resources in VPC
* Rate-based rules e Metered by API key e Security groups
« Size constraint  Request rate and Quota limits + NACLs
¢ ... |ID AWS Lambda: . Rroxy—based egress
filtering

e concurrency Limits

re. | nve nt © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved. aWS



Module 5: Usage Plans

1P

AWS Lambda
(Custom authorizer)

A

Access| | Company ID
token

v

... Rate limited per client  [E Ba))

>

'n‘ Access £

token
3rd party Amazon APl Gateway

Basic usage plan
* 5 requests/s
* 1000 requests/month

AWS

>

o

AWS
Lambda

re. | nve nt © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon
RDS

dWs

\/7



Module 6;: WAF

‘ IP reputation lists
‘ Size restrictions

o—3—— Ip——0

d
3" party AWS WAF SRR AWS Amazon
APl Gateway Lambda RDS
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L ogging & monitoring tor serverless applications

Code « Application logs
. « Access logs
|dentity .
& Access Data  Control plane audit logs
Metrics
Infrastructure
- Alarms

« Compliance validation

AWS
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L ogging & monitoring tor serverless applications

Logging and tracing Metrics Compliance validation

th
%F:API Gateway : IFI APl Gateway : — AWS Config

e Access logs e Built-in CloudWatch metrics

e Execution logs * Detailed CloudWatch metrics CloudWatch Events
|ID AWS Lambda : |ID AWS Lambda :
+ CloudWatch Logs Built-in CloudWatch metrics @ AWS Budgets
e Custom CloudWatch metrics
\V / Y-R
ay  Metrics from CloudWatch logs

 Third party tools:
|OPipe, Datadog, ...

| nve nt © 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved. aWS
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M Od U te 8 y X OWASP #10: Insufficient Logging &

Monitoring

Q Last 1 minut Q, 1-5bc108c4-1324b0e0e6bb7d6061c66e00
as minute ¥

Traces > Details

rvice map _—
Timeline Raw data

Map legend €
Method Response ration Age ID
GET 200 474 ms 2.0 min (2018-10-12 20:49:08 UTC) 1-5bc108c4-f324b0e0e6bb7d6061c66€00

Name Res.  Duration Status  00ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms 450ms
omAuthor... [ ! ! 1 1 | | | | |

¥ CustomizeUnicorns/dev
CustomizeUnicorns-WildRydePart... CustomizeUnicorns/dev 200 474 ms
AWS::DynamoDB: Lambda 200 238ms

¥ CustomizeUnicorns-CustomAuthorizerFunction-1DTQVWEZ4K632 A

CustomizeUnicorns-CustomAuthorizerFunction-10 200 147 ms

&

Clients

¥ CustomizeUnicorns-CustomAuthorizerFunction-1DTQVWEZ4K632
CustomizeUnicorns-CustomAuthorizerFunction-10 - 139 ms €
CustomizeUnicomsa/dev DynamoDB 200 133 ms € mizeUnic
¥ CustomizeUnicorns-UnicornPartsFunction-L2YLASJZKZEI AWS::Lam
CustomizeUnicorns-UnicornPartsFunction-L2YLAS 200 231 ms
¥ CustomizeUnicorns-UnicornPartsFunction-L2YLASJZKZEI Lam
CustomizeUnicorns-UnicornPartsFunction-L2YLAS - 181 ms
secretsmanager 200 115ms

¥ DynamoDB

CustomizeUnicorns-CustomAuthorizerFunction-1D 133 ms 5 Gz

CustomizeU ¥ secretsmanager
AWS::Lambda

CustomizeUnicorns-UnicornPartsFunction-L2YLAS

AWS
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Link to the workshop: https://amzn.to/serverless-security
Module O mandatory

Module 1-8: Pick your own battle!

Code

|dentity &
: MODULE 3: MODULE 7: :
HEEEE MS%IC)II{JE::SZ' INPUT DEPENDENCY Logging &
VALIDATION VULNERABILITY Monitoring

Data

MODULE t: MODULE 4:
AUTH ENCRYPTION
IN TRANSIT

Infrastructure

[)DULE 5 lo
GE PLANS
e lInvent
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https://amzn.to/serverless-security
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