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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ABOUT JASON KLEIN
▸ 15+ years experience deploying and managing 

(many) 100’s of paid and free certificates.


▸ Experience with numerous certificate authorities 
(e.g. Let’s Encrypt, Amazon, Comodo, RapidSSL, 
Verisign, Symantec, Geotrust) directly or through 
certificate vendors (e.g. OpenSRS, Namecheap).


▸ Experience with numerous certificate types    
(e.g. Single Domain, Multi Domain, Wildcard, Code 
Signing, Self Signed Individual, Self Signed CA)


▸ Follow me!             @JasnK             @jason-klein



SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

AGENDA
▸Secure Certificates Background


▸ Issuing Certificates


▸How Does Let’s Encrypt Work?


▸Comparing Certificate Types


▸Generating and Inspecting Private Keys


▸Best Practices


▸Common Issues, Configuration Tips, Resources
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

WHY USE SECURE CERTIFICATES?
▸Security - Encrypt Data between Browser and Server


▸Trust - Browsers warn users not to trust insecure sites


▸SEO - Google confirms HTTPS is a ranking factor


▸Speed - HTTP/2 requires HTTPS 
 
Learn More https://www.quora.com/Why-do-we-need-SSL
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

HOW ARE SECURE CERTIFICATES USED TO ENCRYPT DATA?
▸ User’s Browser requests Secure Session


▸ Web Server responds with its Secure 
Certificate, User’s Browser validates 
Secure Certificate.


▸ User’s Browser responds with Session 
Key, encrypted with Server public key.


▸ Web Server decrypts Session Key and 
establishes Secure Session with User.

Image  https://www.cryptomathic.com/news-events/blog/encryption-https-attack-on-authentication-in-remote-banking-services-a-russian-perspective

Client/Server SSL Handshake
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

HOW ARE SECURE CERTIFICATES VALIDATED BY THE WEB BROWSER?
▸ Browser ships with trusted Root Certificates


▸ User’s Browser requests an HTTPS website


▸ Server sends Secure Certificate and optional 
Intermediate Certificates (aka Certificate Chain)


▸ Browser verifies Secure Certificate name matches 
the website FQDN (fully qualified domain name)


▸ Browser verifies the Secure Certificate (or at least 
one Intermediate) is signed by a trusted Root CA


▸ Browser checks for revoked certificate (CRL/OCSP)

Learn More https://www.ssl.com/article/browsers-and-certificate-validation/

Browser Certificate Paths
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A TRADITIONAL “DOMAIN VALIDATED” CERTIFICATE

▸ Customer generates Private Key (KEY) and Certificate Request (CSR) for the 
website FQDNs (e.g. “example.com" and “www.example.com")


▸ Customer begins a Secure Certificate order, uploads CSR, selects domain 
validation method (e.g. email, HTTP, DNS), pays fee.


▸ Customer manually creates HTTP file or DNS record for HTTP or DNS validation 
(or responds to domain validation email when received from Vendor)


▸ Vendor performs domain validation using method chosen above


▸ Vendor issues certificate to Customer
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A CERTIFICATE IN AMAZON CERTIFICATE MANAGER
▸ AWS Console, Certificate Manager, Request Certificate, Add Domain Names
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A CERTIFICATE IN AMAZON CERTIFICATE MANAGER
▸ Select Validation Method. DNS Validation can configure DNS zones hosted in Route 53.
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A CERTIFICATE IN AMAZON CERTIFICATE MANAGER
▸ Perform Validation


▸ Expand each Name, Create Record in Route 53
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A CERTIFICATE IN AMAZON CERTIFICATE MANAGER
▸ Wait for Validation…
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A CERTIFICATE IN AMAZON CERTIFICATE MANAGER
▸ Validation Complete! Certificate is now ready for use in AWS services. [1]

[1] https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

ISSUING A LET’S ENCRYPT CERTIFICATE
Two most common methods of requesting a Let’s Encrypt certificate:


▸ Hosting Control Panel - Customer enables HTTPS. Hosting Provider manages request and renewals.


▸ Certbot ACME Client 
1) Run Certbot ONCE to request a free certificate for website with FQDN (app.example.com) hosted in a local 
directory (/var/www/html) 
certbot certonly --non-interactive --webroot -w /var/www/html -d app.example.com --
agree-tos --email hostmaster@example.com 
 
2) Schedule Certbot Renew to renew all Let’s Encrypt certificates expiring in less than 30 days, since Certificates 
expire every 90 days. The Debian certbot package automatically schedules this command to run twice per day. 
certbot -q renew 
 
Learn more about the Certbot ACME client  https://certbot.eff.org/
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

HOW DOES LET’S ENCRYPT WORK?
▸ Client sends challenge request for FQDN


▸ Server lists available challenges (e.g. HTTP or 
DNS) and requests a verification signature


▸ Client sends the verification signature 


▸ Client performs challenge (e.g. upload specific 
filename and contents to HTTP website)


▸ Server verifies client signature and client 
challenge, then issues certificate to Client


▸ This entire process takes only a few seconds!
Learn More https://letsencrypt.org/how-it-works/

Challenge Request + Verification Exchange
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GENERATING AN RSA PRIVATE KEY AND CSR
▸ Generate KEY and CSR
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

GENERATING AN ECDSA PRIVATE KEY AND CSR
▸ Generate Parameters, Generate Key/CSR
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

INSPECTING RSA CSR AND PRIVATE KEY
▸ Certificate Request 

openssl req -noout \ 
-text -in server.csr 


▸ Private Key 
openssl rsa -noout \ 
-text -in server.key

$ openssl rsa -noout -text -in  
server.key

Enter pass phrase for server.key:

Private-Key: (2048 bit)

modulus:

    00:d7:9d:bb:ad:4c:0b:64:11:6f:6c:1a:8f:cf:78:

    c2:4a:24:32:d1:1d:b7:91:df:be:ce:1d:bf:01:39:

    6d:9d:f0:44:49:e1:a3:6c:9d:46:73:66:8a:d0:76:

    7d:36:e8:dc:82:d7:e6:59:b6:99:cc:f8:e9:e8:09:

    aa:40:4e:c4:6c:44:d7:41:8a:4a:98:8e:0a:62:0c:

    d1:cb:41:9d:7a:13:de:00:4a:f5:a7:32:e9:43:6b:

    ae:0a:36:5b:48:94:d8:94:ca:7e:bc:b6:ef:37:af:

    80:3d:02:ec:bb:dc:83:7a:ce:da:2d:6d:b8:b1:30:

    34:02:93:1e:4b:eb:98:13:2f:61:4b:53:b3:03:52:

    cb:39:c6:e3:64:57:92:8c:5b:03:6e:84:73:d0:87:

    a2:14:82:98:57:6f:4a:e0:2d:ca:aa:fe:9e:bd:13:

    40:47:23:68:e4:89:47:45:50:33:01:9b:7d:6d:3f:

    bb:50:8f:31:6a:67:7e:10:82:b9:a9:f5:41:dc:31:

    2e:39:b2:1f:a6:0b:ca:8c:a2:58:28:72:2e:13:5c:

    6b:cd:a8:6b:6b:79:eb:81:26:63:05:fb:38:98:01:

    85:f9:bc:e7:6b:51:69:f6:8d:6c:9c:63:33:11:10:

    2b:e7:40:42:09:43:5f:2d:46:ca:ed:ce:af:0c:af:

    44:ad

publicExponent: 65537 (0x10001)

privateExponent:

    41:26:d5:5e:01:1b:74:0a:5c:ab:c2:be:ef:c7:22:

    96:3a:a7:ec:4e:59:78:c7:ae:25:24:11:e2:31:d3:

    30:a5:38:4d:46:d4:15:ee:d4:29:ec:b3:47:58:76:

    6f:90:1f:89:9d:e9:69:f4:66:36:ec:83:e9:6c:7a:

    38:62:54:b2:0e:7f:28:bb:bb:dc:ab:16:f2:17:c3:

    90:f2:6b:be:46:a0:8f:60:17:28:85:96:bc:9b:9e:

    04:51:f6:75:51:1c:bc:a1:0f:78:c0:a2:3a:26:5a:

    ce:94:c2:a9:e5:71:09:3b:d5:eb:62:3b:2b:b7:50:

    0f:f3:1a:75:80:63:fc:6f:87:7e:3a:ef:33:4b:bd:

    ba:b3:9a:34:92:94:d7:bf:83:05:4d:4c:4d:5a:7a:

    03:eb:bb:96:28:40:9b:45:c4:b4:5c:68:20:fd:98:

    c3:8f:16:c0:3c:11:01:86:ff:ae:0b:41:ba:45:76:

    2e:f6:49:85:32:a1:cb:b6:41:f4:16:56:cb:ad:92:

    b4:84:a5:e9:e1:03:05:28:3d:d5:55:28:07:02:28:

    35:a7:bb:57:55:01:45:a7:39:f2:cf:78:21:50:18:

    09:44:bf:e2:29:e1:1c:85:e3:80:26:eb:26:d4:d6:

    e8:de:00:ec:24:57:15:90:31:5a:69:80:1f:06:64:

    81

prime1:

    00:f7:83:4e:89:a9:ca:ad:fe:50:02:ca:c8:f0:70:

    d9:02:24:d9:7e:1c:7c:7c:b1:b8:85:ed:b1:41:80:

    e8:30:9e:4b:5a:15:ab:ea:e9:76:fd:30:9c:4d:96:

    d3:46:c8:6a:f3:b4:9a:3d:b8:09:1e:e0:31:b8:c8:

    3d:94:15:66:60:bf:6b:b7:a6:22:d5:ad:6f:a5:c3:

    ed:ad:41:a2:24:1e:a3:b3:7d:df:a3:70:ea:82:b3:

    64:2d:64:b5:8b:cb:61:87:9d:66:ed:e9:b8:40:11:

    ba:c0:0d:06:f8:70:55:b8:26:63:24:af:0c:b6:7e:

    60:1a:46:82:da:d5:9f:a7:21

prime2:

    00:df:02:6e:ea:1b:32:64:88:a2:e2:18:de:49:3d:

    9e:54:f1:65:56:99:21:b6:5f:ad:57:40:a5:fe:ac:

    a9:b9:68:de:e7:8f:1d:e2:2e:6d:0f:51:e6:6b:05:

    52:21:6e:87:52:76:88:9a:e5:86:98:a0:fc:6c:d0:

    ec:9c:9f:a8:af:0e:ba:3c:c0:52:90:4d:4c:41:0a:

    7d:53:66:e8:e4:bc:6b:ae:e3:da:d0:99:b7:91:1a:

    48:31:8b:61:7b:82:9c:f3:7f:3e:0e:9e:21:ca:01:

    b0:8e:fb:52:ee:2a:78:1c:c8:35:23:bc:92:fe:f6:

    23:dc:ff:d6:60:92:c2:c8:0d

exponent1:

    74:a4:9f:cd:86:83:ea:ad:6f:bd:71:1d:73:1a:6b:

    5a:74:4d:3e:fe:63:b8:4b:f4:be:c0:fe:88:f5:1b:

    f7:55:92:03:39:35:54:b6:83:89:dc:6f:bc:ac:f8:

    92:61:fe:ed:2c:ce:87:89:84:5a:d5:a2:f9:06:fc:

    e6:1d:93:aa:c2:6b:1c:18:22:50:7a:b4:a3:f5:0a:

    bc:5c:b2:f1:bc:b2:be:f2:f2:02:cf:42:e5:27:6f:

    6d:69:09:99:80:d6:4c:97:e4:1a:f8:cb:08:fe:91:

    f8:d1:ea:d8:07:f0:8d:a1:21:95:f7:1c:d1:a0:0a:

    e0:37:1c:91:ce:9c:b7:a1

exponent2:

    0d:0f:59:6b:80:58:3d:26:fb:52:fe:5d:d6:30:33:

    9b:89:df:83:68:c8:5e:a3:cf:c4:f2:56:46:49:da:

    4e:af:63:8e:70:05:31:ff:c2:07:49:a6:92:d1:e6:

    f3:6a:43:a6:82:a6:91:5b:ab:bc:38:81:4f:e6:14:

    55:3f:cc:63:24:1b:a7:ff:23:56:ac:10:31:26:ea:

    1b:fe:44:d9:50:67:86:00:76:0a:0d:56:80:ba:e7:

    4b:6f:7c:2f:fd:80:2f:8a:5e:1a:01:0c:bd:85:c7:

    cf:37:cc:ad:81:f3:32:cc:4e:c0:5f:04:c4:c5:a9:

    68:01:db:8e:20:4a:23:e9

coefficient:

    00:f2:c2:a7:25:1c:63:ed:c7:29:c5:9e:ee:a9:dc:

    95:b3:db:e7:e8:48:9f:61:e5:10:e8:b5:ff:dc:73:

    19:eb:c2:49:1b:c2:d2:7b:05:fe:c0:76:98:20:94:

    a1:7d:0f:78:2e:5c:20:e3:06:62:ae:61:87:e1:c5:

    35:a4:36:6a:a2:a8:48:93:fb:c0:07:17:22:c1:05:

    46:ad:c1:b1:b6:24:90:cb:fc:b2:87:91:6a:8e:99:

    b3:39:59:f0:58:6a:13:35:66:38:62:8e:55:0a:4b:

    a7:21:96:8e:8f:88:8b:fd:05:af:73:ab:30:2b:e0:

    5a:3c:39:89:b8:71:3b:2e:65

$ openssl req -noout -text -in server.csr

Certificate Request:

    Data:

        Version: 0 (0x0)

        Subject: C=US, ST=Missouri, L=Springfield, O=SGF AWS, 

CN=www.example.org/emailAddress=hostmaster@example.org

        Subject Public Key Info:

            Public Key Algorithm: rsaEncryption

                Public-Key: (2048 bit)

                Modulus:

                    00:d7:9d:bb:ad:4c:0b:64:11:6f:6c:1a:8f:cf:78:

                    c2:4a:24:32:d1:1d:b7:91:df:be:ce:1d:bf:01:39:

                    6d:9d:f0:44:49:e1:a3:6c:9d:46:73:66:8a:d0:76:

                    7d:36:e8:dc:82:d7:e6:59:b6:99:cc:f8:e9:e8:09:

                    aa:40:4e:c4:6c:44:d7:41:8a:4a:98:8e:0a:62:0c:

                    d1:cb:41:9d:7a:13:de:00:4a:f5:a7:32:e9:43:6b:

                    ae:0a:36:5b:48:94:d8:94:ca:7e:bc:b6:ef:37:af:

                    80:3d:02:ec:bb:dc:83:7a:ce:da:2d:6d:b8:b1:30:

                    34:02:93:1e:4b:eb:98:13:2f:61:4b:53:b3:03:52:

                    cb:39:c6:e3:64:57:92:8c:5b:03:6e:84:73:d0:87:

                    a2:14:82:98:57:6f:4a:e0:2d:ca:aa:fe:9e:bd:13:

                    40:47:23:68:e4:89:47:45:50:33:01:9b:7d:6d:3f:

                    bb:50:8f:31:6a:67:7e:10:82:b9:a9:f5:41:dc:31:

                    2e:39:b2:1f:a6:0b:ca:8c:a2:58:28:72:2e:13:5c:

                    6b:cd:a8:6b:6b:79:eb:81:26:63:05:fb:38:98:01:
                    85:f9:bc:e7:6b:51:69:f6:8d:6c:9c:63:33:11:10:

                    2b:e7:40:42:09:43:5f:2d:46:ca:ed:ce:af:0c:af:

                    44:ad

                Exponent: 65537 (0x10001)

        Attributes:

            a0:00

   Signature Algorithm: sha256WithRSAEncryption

         1c:5b:13:46:c6:76:78:93:83:26:f1:3f:50:8e:d8:80:d5:43:

         e0:ea:66:4b:f9:6a:af:bb:bb:46:0b:9b:02:50:dc:16:b3:7c:

         3c:06:a3:11:fb:09:dd:a5:ac:4e:ba:b1:63:a5:1c:8a:32:a9:

         be:53:7a:38:eb:c4:8a:48:d0:96:ae:74:09:8c:05:d2:74:47:

         36:95:80:99:0c:cd:e1:6f:40:b3:5a:da:68:5e:d4:3a:4b:39:

         6a:fc:70:87:e3:1f:bf:41:2f:7f:2a:e6:98:82:db:0e:63:e0:

         e2:ec:b7:e2:07:26:d8:67:49:16:5a:64:17:3f:53:42:98:82:

         68:4f:0e:00:28:77:ac:ed:dc:de:8f:d6:47:7c:b0:cf:0e:c9:

         a8:f8:63:52:3d:8a:f0:c6:f3:73:12:f1:a8:0b:4e:57:7b:2a:

         9a:b3:fa:6d:4c:0f:05:60:85:dc:ac:93:6f:6c:a7:ad:f3:84:

         fc:d5:3b:24:16:4e:24:c0:44:11:bf:79:79:41:a7:56:27:7e:

         a3:27:26:df:f1:35:c9:ab:f9:74:a1:12:7a:c3:31:ca:4e:db:

         1e:76:0d:c8:36:98:ab:95:8a:04:5e:14:f3:c8:0c:e1:cd:11:

         05:09:46:8b:16:ba:9c:e3:ca:e0:bd:0d:28:4f:4a:7b:c2:a0:

         52:00:95:f3
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

INSPECTING ECDSA CSR, EC PARAMS, PRIVATE KEY
▸ Certificate Request 

openssl req -noout \ 
-text -in server.csr 


▸ Elliptic Curve Parameters 
openssl ecparam -noout \ 
-text —in server.pem \ 
-param_enc explicit


▸ Private Key 
openssl ec -noout \ 
-text -in server.key

$ openssl ecparam -noout -text \ 
-in server.pem -param_enc explicit

Field Type: prime-field

Prime:

    00:ff:ff:ff:ff:00:00:00:01:00:00:00:00:00:00:

    00:00:00:00:00:00:ff:ff:ff:ff:ff:ff:ff:ff:ff:

    ff:ff:ff

A:

    00:ff:ff:ff:ff:00:00:00:01:00:00:00:00:00:00:

    00:00:00:00:00:00:ff:ff:ff:ff:ff:ff:ff:ff:ff:

    ff:ff:fc

B:

    5a:c6:35:d8:aa:3a:93:e7:b3:eb:bd:55:76:98:86:

    bc:65:1d:06:b0:cc:53:b0:f6:3b:ce:3c:3e:27:d2:

    60:4b

Generator (uncompressed):

    04:6b:17:d1:f2:e1:2c:42:47:f8:bc:e6:e5:63:a4:

    40:f2:77:03:7d:81:2d:eb:33:a0:f4:a1:39:45:d8:

    98:c2:96:4f:e3:42:e2:fe:1a:7f:9b:8e:e7:eb:4a:

    7c:0f:9e:16:2b:ce:33:57:6b:31:5e:ce:cb:b6:40:

    68:37:bf:51:f5

Order:

    00:ff:ff:ff:ff:00:00:00:00:ff:ff:ff:ff:ff:ff:

    ff:ff:bc:e6:fa:ad:a7:17:9e:84:f3:b9:ca:c2:fc:

    63:25:51

Cofactor:  1 (0x1)

Seed:

    c4:9d:36:08:86:e7:04:93:6a:66:78:e1:13:9d:26:

    b7:81:9f:7e:90

$ openssl ec -noout -text \ 
-in server.key

read EC key

Enter PEM pass phrase:

Private-Key: (256 bit)

priv:

    2e:91:84:39:03:fb:55:92:6f:94:21:09:9c:f4:f8:

    b8:40:02:63:1b:83:f7:76:58:76:c0:42:26:9a:c5:

    a4:55

pub:

    04:18:95:b6:3a:8a:ee:aa:12:98:2b:c7:98:ab:fa:

    4e:c5:d5:95:4f:99:16:c1:c9:53:c8:b2:0f:54:52:

    87:e1:4f:ec:64:ab:8a:33:6e:9d:37:60:15:32:aa:

    06:61:4a:97:e8:49:78:c6:91:01:5c:3f:c3:90:a6:

    52:40:4f:e3:a3

Field Type: prime-field

Prime:

    00:ff:ff:ff:ff:00:00:00:01:00:00:00:00:00:00:

    00:00:00:00:00:00:ff:ff:ff:ff:ff:ff:ff:ff:ff:

    ff:ff:ff

A:

    00:ff:ff:ff:ff:00:00:00:01:00:00:00:00:00:00:

    00:00:00:00:00:00:ff:ff:ff:ff:ff:ff:ff:ff:ff:

    ff:ff:fc

B:

    5a:c6:35:d8:aa:3a:93:e7:b3:eb:bd:55:76:98:86:

    bc:65:1d:06:b0:cc:53:b0:f6:3b:ce:3c:3e:27:d2:

    60:4b

Generator (uncompressed):

    04:6b:17:d1:f2:e1:2c:42:47:f8:bc:e6:e5:63:a4:

    40:f2:77:03:7d:81:2d:eb:33:a0:f4:a1:39:45:d8:

    98:c2:96:4f:e3:42:e2:fe:1a:7f:9b:8e:e7:eb:4a:

    7c:0f:9e:16:2b:ce:33:57:6b:31:5e:ce:cb:b6:40:

    68:37:bf:51:f5

Order:

    00:ff:ff:ff:ff:00:00:00:00:ff:ff:ff:ff:ff:ff:

    ff:ff:bc:e6:fa:ad:a7:17:9e:84:f3:b9:ca:c2:fc:

    63:25:51

Cofactor:  1 (0x1)

Seed:

    c4:9d:36:08:86:e7:04:93:6a:66:78:e1:13:9d:26:

    b7:81:9f:7e:90

$ openssl req -noout -text -in server.csr

Certificate Request:

    Data:

        Version: 0 (0x0)

        Subject: C=US, ST=Missouri, L=Springfield, O=SGF AWS, 

CN=www.example.org/emailAddress=hostmaster@example.org

        Subject Public Key Info:

            Public Key Algorithm: id-ecPublicKey

                Public-Key: (256 bit)

                pub:

                    04:18:95:b6:3a:8a:ee:aa:12:98:2b:c7:98:ab:fa:

                    4e:c5:d5:95:4f:99:16:c1:c9:53:c8:b2:0f:54:52:

                    87:e1:4f:ec:64:ab:8a:33:6e:9d:37:60:15:32:aa:

                    06:61:4a:97:e8:49:78:c6:91:01:5c:3f:c3:90:a6:

                    52:40:4f:e3:a3

                Field Type: prime-field

                Prime:

                    00:ff:ff:ff:ff:00:00:00:01:00:00:00:00:00:00:

                    00:00:00:00:00:00:ff:ff:ff:ff:ff:ff:ff:ff:ff:

                    ff:ff:ff

                A:

                    00:ff:ff:ff:ff:00:00:00:01:00:00:00:00:00:00:

                    00:00:00:00:00:00:ff:ff:ff:ff:ff:ff:ff:ff:ff:

                    ff:ff:fc

                B:

                    5a:c6:35:d8:aa:3a:93:e7:b3:eb:bd:55:76:98:86:

                    bc:65:1d:06:b0:cc:53:b0:f6:3b:ce:3c:3e:27:d2:

                    60:4b

                Generator (uncompressed):

                    04:6b:17:d1:f2:e1:2c:42:47:f8:bc:e6:e5:63:a4:

                    40:f2:77:03:7d:81:2d:eb:33:a0:f4:a1:39:45:d8:

                    98:c2:96:4f:e3:42:e2:fe:1a:7f:9b:8e:e7:eb:4a:

                    7c:0f:9e:16:2b:ce:33:57:6b:31:5e:ce:cb:b6:40:

                    68:37:bf:51:f5

                Order:

                    00:ff:ff:ff:ff:00:00:00:00:ff:ff:ff:ff:ff:ff:

                    ff:ff:bc:e6:fa:ad:a7:17:9e:84:f3:b9:ca:c2:fc:

                    63:25:51

                Cofactor:  1 (0x1)

                Seed:

                    c4:9d:36:08:86:e7:04:93:6a:66:78:e1:13:9d:26:

                    b7:81:9f:7e:90

        Attributes:

            a0:00

    Signature Algorithm: ecdsa-with-SHA256

         30:44:02:20:1c:29:5f:2a:1a:7f:48:3f:e3:9c:6e:81:42:a0:

         10:5c:28:f6:c4:c6:00:a3:dd:b9:8f:fa:37:18:a9:d3:f4:8e:

         02:20:30:d1:ff:3e:51:02:fa:57:af:ea:b2:9f:0c:9f:a7:97:

         b1:5e:d0:d5:8d:76:ab:08:61:55:e9:91:db:3e:02:2a
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

COMPARING LET’S ENCRYPT CERTIFICATES TO COMMERCIAL CERTIFICATES
▸ Certificate Types - Let’s Encrypt only offers Single Domain, Multi Domain, and Wildcard 

Certificates [1]. Other vendors also offer Certs for IP addresses [2] [3] and Code Signing [4].


▸ Certificate Term - Let’s Encrypt Certificates are valid for 90 days and are automatically 
renewed every 60 days. Commercial Certificates are valid for 1 year and must be manually 
renewed each year, per Apple and Google. [5]


▸ Validation Levels - Let’s Encrypt offers Domain Validation (DV). Commercial Certificates also 
offer Organization Validation (OV) and Extended Validation (EV). 
 
 
[1] https://community.letsencrypt.org/t/wildcard-domain-step-by-step/58250/6  
[2] https://www.ssl.com/faqs/order-ssl-tls-certificate-for-ip-address/ 
[3] https://community.letsencrypt.org/t/certificate-for-public-ip-without-domain-name/6082/88 
[4] https://community.letsencrypt.org/t/do-you-support-code-signing/370 
[5] https://www.godaddy.com/garage/ssl-term-change-2020/
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

COMPARING LET’S ENCRYPT CERTIFICATES TO COMMERCIAL CERTIFICATES
(CONTINUED)


▸ Warranty - Some Commercial Certificates offer a warranty (e.g. $10K, $100K, etc) to be paid if 
you experience a loss related caused by certain Certificate security issues. Let’s Encrypt does 
NOT offer a warranty. [6]


▸ Trust Site Seal - Some Commercial Certificates offer a “Site Seal” to be displayed on your 
website. Let’s Encrypt “will never offer a “site seal” that indicates some sort of security 
guarantee, because they are easy to spoof and confusing to users” [7] 
 
 
 
 
[6] https://community.letsencrypt.org/tos 
[7] https://community.letsencrypt.org/t/lets-encrypt-badge-for-websites/6863/12
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

COMPARING SECURE CERTIFICATE VALIDATION LEVELS
▸ Domain Validation (DV) - Automated validation that confirms Customer/Client controls the 

domain name. This could include an email to a WHOIS contact for the domain name, 
requesting/verifying a specific file be created on the HTTP server for the Certificate FQDN, or 
requesting/verifying a specific DNS record be created for the Certificate FQDN. Validation can 
take as little as a few seconds.


▸ Organization Validation (OV) - Authenticate organization (e.g. DNB lookup). Verify applicant’s 
right to request certificates for the organization. Enables BLUE address bar on some browsers. 
Validation takes 1-2 days.


▸ Extended Validation (EV) - Same as OV, except more rigorous org validation.  
Enables GREEN address bar on some browsers. Validation takes 7-10 days.
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE BEST PRACTICES
▸ Private Key and Certificate - Key Strength, Protecting Private Keys, Choosing a CA, Signature 

Algorithms, DNS CAA


▸ Configuration - Certificate Chains, Protocols, Cipher Suites, Forward Secrecy, Key Exchange, Mitigate 
Known Problems


▸ Performance - Excess Security, Session Resumption, Optimization, HTTP/2, Content Caching, OCSP 
Stapling, Cryptographic Primitives


▸ HTTP and Application Security - Encrypt Everything, Third-Party Trust, Secure Cookies, Secure 
Compression, Strict Transport Security, Content Security Policy, Do Not Cache Sensitive Content 
 
Learn More 
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices 
https://www.ssl.com/guide/ssl-best-practices/

Photo by Cristina Gottardi on Unsplash

https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices
https://www.ssl.com/guide/ssl-best-practices/
https://unsplash.com/@cristina_gottardi?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/books?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

TESTING YOUR SECURE CERTIFICATE
▸ Overwhelmed by Best Practices? Not sure 

where to begin?


▸ Run an SSL Server Test for your application 
and resolve any issues that prevent you from 
scoring an “A” 
https://www.ssllabs.com/ssltest/


▸ SSL Server Test Result from a web application 
hosted by Application Load Balancer (ALB) 
and protected by an Amazon Certificate

SSL Server Test Result
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE COMMON ISSUES
▸ Using Self-Signed Certificates - Visitors will receive security errors because your certificate is 

not trusted by their browser. Exceptions: Local Development; Internal Corporate Networks


▸ Using an untrusted Certificate Authority - Same result as above when a browser revokes trust 
for your chosen Certificate Authority [1] [2] [3]. Let’s Encrypt and Amazon should both be safe.


▸ Incomplete Certificate Chain - Does your certificate only work in certain browsers? Some 
browsers cannot validate your Certificate without the full chain! Ensure your web server or load 
balancer is sending the entire Certificate Chain. Run an SSL Server Test  
(www.ssllabs.com/ssltest/) to check for Certificate Chain issues.

[1] https://www.zdnet.com/article/google-bans-another-misbehaving-ca-from-chrome/ 
[2] https://blog.mozilla.org/security/2018/03/12/distrust-symantec-tls-certificates/ 
[3] https://thehackernews.com/2017/07/chrome-certificate-authority.html 
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE COMMON ISSUES (CONTINUED)
▸ Typo in Certificate Signing Request (CSR) - If you are manually processing your Certificate 

Request, inspect your CSR and MAKE SURE the subject (FQDN) is spelled correctly BEFORE 
you upload the CSR to your Secure Certificate vendor. 


▸ Not Protecting your Private Key File - When you generate a KEY and CSR, you must be very 
careful to protect your KEY file! The file should never be accessible to end users. Anyone who 
has the KEY file can decrypt all of the data transmitted between your server(s) and your users!


▸ Forgetting Renewal Dates - If your Secure Certificate expires, browsers will display a security 
errors and apps will break [1] [2]. Find a Certificate Management solution that notifies you of 
upcoming expirations. 
 
Learn More  https://programminginsider.com/common-mistakes-to-avoid-while-installing-an-ssl-certificate/
[1] https://www.engadget.com/spotify-us-outage-august-2020-130456478.html 
[2] https://techcrunch.com/2020/03/16/microsoft-teams-down/
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE CONFIGURATION TIPS
▸ CAA - Publish DNS CAA records for your domain to restrict which Certificate Authorities can 

issue certificates for your domain [1].


▸ OCSP Stapling - Configure your web server to serve a signed OCSP response each time it is 
negotiating a new HTTPS connection, otherwise each visitor must perform an OCSP lookup [2].


▸ HTTP Strict Transport Security (HSTS) - Configure your web server to advertise that your 
website FQDN (or entire domain name) only accepts HTTPS connections. Browsers will refuse 
to connect to your website via HTTP. This prevents downgrade attacks and cookie hijacking.


▸ Certificate Transparency (CT) Log Monitoring - Do NOT opt out of CT logs! 
Monitor CT logs for any unauthorized certificates issued for your domains [3]. 
[1] https://sslmate.com/caa/ 
[2] https://www.ssl.com/faqs/faq-digital-certificate-revocation/ 
[3] https://github.com/SSLMate/certspotter
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SGF AWS: LET’S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE CONFIGURATION AND TESTING RESOURCES
▸ SSL Configuration Generator (by Mozilla) 

https://ssl-config.mozilla.org/


▸ SSL Website Test (by Mozilla) 
https://observatory.mozilla.org/ 


▸ SSL Website Test (by Qualys) 
https://www.ssllabs.com/ssltest/


▸ SSL Web Browser Test 
https://www.howsmyssl.com/
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