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ABOUT JASON KLEIN

» 15+ years experience deploying and managing
(many) 100’s of paid and free certificates.

» Experience with numerous certificate authorities
(e.g. Let's Encrypt, Amazon, Comodo, RapidSSL,
Verisign, Symantec, Geotrust) directly or through
certificate vendors (e.g. OpenSRS, Namecheap).

» Experience with numerous certificate types
(e.g. Single Domain, Multi Domain, Wildcard, Code

Signing, Self Signed Individual, Self Signed CA)

» Follow me! ¥ @JasnK @jason-klein
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AGENDA

» Secure Certificates Background

» Issuing Certificates

» How Does Let's Encrypt Work?

» Comparing Certificate Types

» Generating and Inspecting Private Keys
» Best Practices

» Common Issues, Configuration Tips, Resources
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WHY USE SECURE CERTIFICATES?

» Security - Encrypt Data between Browser and Server
» Trust - Browsers warn users not to trust insecure sites

» SEO - Google confirms HTTPS is a ranking factor
» Speed - HTTP/2 requires HTTPS

Learn More https://www.quora.com/Why-do-we-need-SSL
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HOW ARE SECURE CERTIFICATES USED TO ENCRYPT DATA?

» User’s Browser requests Secure Session

- Hello, let’s set up a secure SSL session

Hello, here is my certificate

» Web Server responds with its Secure E]
Certificate, User’s Browser validates vl
£ ] e e o e b Our sesson
) 4 Server decrypts session key using its private
/ : = | key and establishes a secure session
» User’s Browser responds with Session fat
- 01010010110 0101001010

Key, encrypted with Server public key.

Client/Server SSL Handshake
» Web Server decrypts Session Key and

establishes Secure Session with User.
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HOW ARE SECURE CERTIFICATES VALIDATED BY THE WEB BROWSER?

Root CA

» Browser ships with trusted Root Certificates —— [_]
» User’s Browser requests an HTTPS website ¥ @_l Ty
Foo: ICA2 (0% // — \
. 4 Intermediate CA1 Intermediate CAZ
» Server sends Secure Certificate and optional ekl 4
Intermediate Certificates (aka Certificate Chain) 7 ~A

[ . £ /
» Browser verifies Secure Certificate name matches [

Certificate 1 Cerlificate 2 Certificate 3

the website FQDN (fully qualified domain name)

» Browser verifies the Secure Certificate (or at least %] [% 'S

one Intermediate) is signed by a trusted Root CA

» Browser checks for revoked certificate (CRL/OCSP)

https://www.ssl.com/article/browsers-and-certificate-validation/
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ISSUING A TRADITIONAL “DOMAIN VALIDATED ™ CERTIFICATE

» Customer generates Private Key (KEY) and Certificate Request (CSR) for the
website FQDNs (e.g. “example.com" and “www.example.com")

» Customer begins a Secure Certificate order, uploads CSR, selects domain
validation method (e.g. email, HTTP, DNS), pays fee.

» Customer manually creates HTTP file or DNS record for HTTP or DNS validation
(or responds to domain validation email when received from Vendor)

» Vendor performs domain validation using method chosen above

» Vendor issues certificate to Customer
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AWS Console, Certificate Manager, Request Certificate, Add Domain Names

Add domain names o

Type the fully qualified domain name of the site you want to secure with an SSL/TLS certificate (for
example, www.example.com). Use an asterisk (*) to request a wildcard certificate to protect several

sites in the same domain. For example: *.example.com protects www.example.com,
site.example.com and images.example.com.

Domain name*

‘At least one domain name is required

demo-acm.logicforte.com

demo-acm-alias.logicforte.com

Add another name to this certificate

her name. Learn more.
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Select Validation Method. DNS Validation can configure DNS zones hosted in Route 53.

Select validation method

Choose how AWS Certificate Manager (ACM) validates your certificate request. Befare we issue
your certificate, we need to validate that you own or control the domains for which you are
requesting the certificate. ACM can validate ownership by using DNS or by sending email to the

contact addresses of the domain owner.

@ DNS validation

Choose this option if you have or can obtain permission to modify the DNS
configuration for the domains in your certificate request. Learn more.

Email validation

Choose this option if you do nat have permission or cannot obtain permission
to modify the DNS configuration for the domains in your certificate request.
Learn more.

Previous [ Next ]
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Validation ©

Pe rfo r m Va I i d ati O n Create a CNAME record in the DNS configuration for each of the domains listed below. You must

complete this step before AWS Certificate Manager (ACM) can issue your certificate, but you can

skip this step for now by clicking Continue. To return to this step later, open the certificate request
in the ACM Console.

Pomain Validation status

Expand each Name, Create Record in Route 53

v demao-acm.logicforte.com Pending validation

Add the following CNAME record to the DNS configuration for your domain. The procedure for
adding CNAME records depends on your DNS service Provider. Learn more.

Validation (2

Create a CNAME record in the DNS configuration for each of the domains listed below. You must Name Type Value

9b51d44c2a7222c23676811a543b CNAME 2aab4dcdcc788b9216e24c8e608e3ff

7567.demo-acm.logicforte.com. 9b.vtgfhvjlcp.acm-validations.aws.

complete this step before AWS Certificate Manager (ACM) can issue your certificate, but you can

skip this step for now by clicking Continue. To return to this step later, open the certificate request
in the ACM Console.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name
for as long as the DNS record exists. You can revoke permission at any time by removing the
record. Learn more.

Create record in Route 53 Amazon Route 53 DNS Customers ACM can update your

DNS configuration for you. Learn more.

Domain Validation status

» demo-acm.logicforte.com Pending validation

» demo-acm-alias.logicforte.com Pending validation

» demo-acm-alias.logicforte.com Pending validation
3 Export DNS configuration to a file You can export all of the CNAME records to a file

. Export DNS configuration to a file You can export all of the CNAME records to a file
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Wait for Validation...

Domain name « Additional names Status « Type ~ In use? ~ Renewal eligibility «

demo- demo-acme- Pending Amazon -
_ , _ : No Inelicible
acm.logicforte.com alizs.logicforte.com validation Issuad

Status

L{h Validation not complete
The status of this certificale request is "Pending validation®. Further action is needed lc validate and approve Lhe cerlificate. Leam
more.

Domain Validation stalus

} demo-acm.logicforte.com

» demo-acm-alias.logicforte.com

3. Cxport DNS configuration ‘o a file You can export all of the CNAMLE records fc a file

Details

Type Amazon Issued Requested at 2027-02-07T04.33.50UTC
In use? Nb» Public key info RSA 2048-nhit
Domain name demo-acm.logicforte.com Signature SHAZS6WITHRSA

Nanbaref: 1 algorithm
additional ARN arn:aws:acm:us-east-

s 1:189/5 /997363 certificale/aZEbt2Ea-
d2e5-42/4-9474-351618814388
Validation state FMending

Additional demo-acm-alias.logicforte.com
names

Identifier a28bf26a-3aa5-4274-B474-
35161884388
Serial number N/A
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ISSUING A CERTIFICATE IN AMAZON CERTIFICATE MANAGER

» Validation Complete! Certificate is now ready for use in AWS services. [1]

Name + Domain name «~ Additional names Status «~ Type « In use? ~ Renewal eligibility

demo- demo-acm- . Amazor

, ) : No Inz2ligible
acm.logicforta.com alias.logicforta.com lssued

Status

Status Issued
Detailed status |he certiticate was issued at 2021-02-
01T04.36:15UTC

Domain Validation statlus

» demo-acm.logicforte.com Success
» demo-acm-alias.logicforte.com Success
3 Export DNS conficuraten to a fle You can export all ¢f the CNAME records to a file

Details

Type Amazon Issued Requestad at 2021-02-07 104:33:50U1C

In use? No Issued at 2021-02-07T04:35:1SUTC

Domain name demo-acm.logiciorte.com Not before 2021-02-07T00:00.00UTC

Number of 1 Not after 2022-03-02T23:52:59UTC
additional Public key info RSA 2048-bit

names
Signature SHA256WITHHSA

Additional demo-acm-glias.logcforte.com ;
algorithm

names
Identifier 228bf26a-3ae5-4274-0474 ARIN S aws: 36/ -us-east:
35671 8847388 1:199757997863:certificate/a28bf26a-

Serial number 07:d6:04.59:70.61:75.ea:42:8f.12:64.82: AR (CEND | B IeE

~5:8a:33 Validation state None

https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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ISSUING A LET'S ENCRYPT CERTIFICATE

Two most common methods of requesting a Let’s Encrypt certificate:
» Hosting Control Panel - Customer enables HTTPS. Hosting Provider manages request and renewals.

» Certbot ACME Client
1) Run Certbot ONCE to request a free certificate for website with FQDN (app.example.com) hosted in a local

directory (/var/www/html)
certbot certonly --non-interactive --webroot -w /var/www/html -d app.example.com --

agree-tos --email hostmaster@example.com

2) Schedule Certbot Renew to renew all Let's Encrypt certificates expiring in less than 30 days, since Certificates
expire every 90 days. The Debian certbot package automatically schedules this command to run twice per day.
certbot -g renew

Learn more about the Certbot ACME client https://certbot.eff.org/
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Admin | Let’s KB

E Put at hnps://example.com/

Client sends challenge request for FQDN

Server lists available challenges (e.g. HTTP or

DNS) and requests a verification signature We:dse,"’e'
min
Client sends the verification signature

8303
Client performs challenge (e.g. upload specific _

filename and contents to HTTP website)

Server verifies client signature and client
challenge, then issues certificate to Client

This entire process takes only a few seconds!
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Code/sgfaws-lets-encrypt-101/example-keypair-rsa cat server.key
----- BEGIN ENCRYPTED PRIVATE KEY-----
MIIFHzBJBgkghkiGOwdBBQOWPDAbBgkqghkiGOW@BBQWwWDgQIk9pZbhBfiAYCAggA

MBOGCWCGSAFLAWQBKgQQ2NQgyDEpF/xp/sq/ULPEYQSCBNDq18VroNLPOxIIVERq

u9FReKeSf2wOlnhroy+Zh4@sLVXKCEP3EIp8t1811+gNRcgRMLATYFNn81AcS5gmSH
ywWUVN/Ong++TKg9NoeW7e9rpaSFIrdBdGDX4s0A/CapdxNaK7pm+FSHvwmFS0QGO
7x1nXOxWnAAQd+C/rjMI2YB44KyHCECHIWc 1 1attccS83Gdpfxqpi825V3ezMnmk

7mdeuVe?7/ZnGfvn/0aX3pSrIRgEW1])+dfKhtGe7VumXTSPMOjG/0Ye07VXVOCZM6
FASgBen4tBUIWW3TO3bcPnx]GmhmrsuedSA@340S3cFucPRKpH1e31L/F3wqTn@D
210DE/dqgAj3gUubqtK+1yE8hBTUbRAGhELI1THCCDYtHT jdw76tMTtFKTrSUvuzYQ
gODfzf7AVGzbgSs8BBa+@bbQ89pTgloe3QQIBu8mb1ZqHT6dzTWIZ/GQquwstctk
> Generate KEY and CSR 2CKTMpja+wOZDOKWdTyamOAeauFWq6P jbENguawR IWdaMvit955hi EOQ2rB+vi88C
RJcl43ws44V2e4xrMudViTM74VUICHKVEZhTZ+NegqL F2XXkIIrnYMS90Im28229
NvQq3q0/x60kWNhI@pKxJZ8v9hqSqn] jOYOFEDh7HelkyILGYFwWSVBY3XwV6jBw

jrk@jrk:~/Code/sgfaws-lets-encrypt-101/example-keypair-rsa x/2kGNfuqjfN@/aRNSG4R jKCpdH/ZK+8BCGgtU+hVsqUyz]rnLPrNQM4bNoXy2sS

T x /yulWxQ6X/FRICj9G61bxFTBBcymD3jeYax@RLh1xrSXXJuK1CHt2u30EXAAXTaW9
~/Co/s/example-keypair-rsa openssl req -newkey rsa:2048 -keyout server.key -ou NBivBSyu9c7haAFouA/CAouxD6 MK £1DXWMbUFF+ywt Js2VbIIMISNGmNACCQO
t server.csr 19TNGYAK2yKOAfSoQUTUQsqW48EzL 8Y3K@4CsuEAAMGg8QoE 7M+3Fg/AXALEOF73
Generating a 2048 bit RSA private key oPdBVSghEqBHyb2L1637MGb4nsea9XWOkmIHZ/Ppk9qsGYbNzIOrbF jd66s8y33C
......... e AEHKAFWWX8PTHeMU2080D/T3MDNI jv1sZqEE2AdAkPeaFaq9hSvFP30RC/FPpEUR

12vt3vSNBn@n4z11dPg3QYXqdVbRmOPkQvFPjYPkWSMrMegbPozMGPJVs fPKNMBK
kXVReSY+WzueTok6EFfJu8GTrEroN7TL4swulDGVjSWaE@ICgBYZ06del jP3CObU

R ; . ,
writing new private key to 'server.key FI1kdvFFoULHBXF1rj6kdmSt60x@zqX80mULyOWOthD1dUD2eKiInS3LrV1+6vOu

Enter PEM pass phrase: BjmO1PAOAUKNBFpGG2WOHtkAO4@reQGCkxxvGYdIzt218fUn+TqbPOYI8SPIDS7
Verifying - Enter PEM pass phrase: dIuk30kY/o0epUSQbRIe84KK1wnVg/c2VQK+y1XSE2gqUox/IWFORUEY riWjnmS4X
_____ OGCN6ctz5RI9RsOVyhkLPIgZQ6oVTChiWydyoMitBThtd/9YJC0303b+peTr2gviVls
You are about to be asked to enter information that will be incorporated 41E1cORIeXZx/EoTP1eEfAeZUgfMbcDU/1/W1GTejWqBO4WLmp8PfDKDk3r/U3HF

e252YWoz8MPRyJ30K/2FgY1xVmP3CI@rSPSD1nhn8pXAK1ICmpnUlaSS@TNp6RP7

Lnto your certificate request. bn@BhkM3ptQeezNIqZy496c+gxbRoCwnIxalLgk1IaY@QIDMdXFBKKhncgTOCSHX

What you are.about to enter is what is called a Distinguished Name or a DN. p3WwohIvP+jH3ESLYWdjxnWplg==

There are quite a few fields but you can ledve some Dlahlc e T e o — END ENCRYPTED PRIVATE KEY-----

For some fields there W?u be-a default value, ~/Code/sgfaws-lets-encrypt-101/example-keypair-rsa cat server.csr
Ifyou enter '.', the field will be left blank. S5 U R | = A S A - BEGIN CERTIFICATE REQUEST-----

----- MIICzzCCAbcCAQAWgYkxCzAIBgNVBAYTALVTMREWDWYDVQQIDAhNaXNzb3VyaTEU
Countr‘y Name (2 letter code) D US MBIGA1UEBwWwWLU3ByaWSnZml 1bGQxEDAOBgNVBAOMB1NHR1BBVIMxGDAWBgNVBAMM

D3d3dyS1eGFtcGx1LmIyZzEIMCMGCSqGSIb3DQEJARYWaG9zdGlhe3R1ckBleGFt

Sipds Gl et il (G0 1 oM Tt cGxLLmOyZzCCASIWDQYJIKoZIhveNAQEBBQADggEPADCCAQoCggEBANedu6IMC20R

Locality Name (eg, city) []:Springfield b2wa;j894wkokMEEdtSHFvs4dvwESHZ3WREnho2ydRnNmi tB2FTbo3ILXS1m2mcz4
Organization Name (eg, company) []:5GF AWS 6egJqkBOXGXE10GKSpi0CmIMACtBnXoT3gBK9acy6UNrrgo2WoiU2)TKfry27zev
Organizational Unit Name (eg, section) []: gDAC7Lvcg3r021i1tul EWNAKTHkvrmBMvYUtTswNSyznG42RXkoxbA26E c9CHohSC
Common Name (eg, fully qualified host name) []:waww.example.org mFdvSuAtyqr+nr@TQEcja0SIROVQMWGb fWO/ulCPMNpnfhCCuan1QdwxL jmyHEYL

yoy1WChyLhNca820a2t564EmYwX70]gBhfm852tRafaNb]x jMxEQK+dAQgLDXy1G
yu30rwyvRKOCAWEAAQAAMARGCSqGSIb3DQEBCWUAA4IBAQACWXNGXNZ4k4MmBTIQ
Jt1A1UPgemZL+Wqvu7tGCSsCUNWWS 3w8BgMR+wndpaxOurF jpRyKMgm+U30468SK

Email Address []:hostmaster@example.org

Please enter the following ‘extra’ attributes SNCWrnQJ JAXSAE c21YCZDM3hbOCzWtpoXtQ65z1q/HCHAX+/QS9/KuaYgtsOY+Di

to be sent with your certificate request 7LfiBybYZOkWAmQXPINCmIJoTw4AKHes7dze J9ZHfLDPDsmo+GNSPY rwxvNzEvGo

A challenge password []: CO5Xeyqas/ptTASFYIXcrINvbKet84T81TskFk4akwEQRv315QadW]363Jybf8TX]

~/Co/s/example-keypair-rsa I ok | 21s | 15:13:12 2;)1(00RJ6wzHKTtsedg3INpirlYoEXhszAzthEFCUaLFr'qc48r'ng00TOp7quS
Z

RiasaalbabCilillaumesBolduc on Unspliagh |5 S s b | S mmmms . | - oo (RS RS R RN PN et I I N N ----- END CERTIFICATE REQUEST-----
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de/sgfaws-lets-encrypt-101 examble-ke;bair-ecdsa cat server.key
----- BEGIN ENCRYPTED PRIVATE KEY-----
MIIBzzBJ]BgkghkiGOw@BBQOwWPDAbBgkghkiGOwW@BBQWwwDgQImNUwvgGtSp4CAggA

MBOGCWCGSAFLAWQBKgQQHshzMm4 fVIhpkJYztLc77wSCAYBoHU751EU20sat90q
ENER A'”NG AN RlVATE EY AND 0Q+BF00vi 7hDzqL9aRKMESAYGNOHPPUOKLLDNHBSENLTdthFbaSZBuxaKOASA
/3FFcvZPDVobyrDC4+kWmsAMNCKKNWNVDfVDYQwi6ADrvSIeOuGgxAtXBDLmSUTS

CS5tsySCQJIUA93GFKOFGYCY8QTIpyTgjxVshX7oDMwiHWosaAl3SCo0Xi+9WZZyah
gs1C0qSuPYo/S/Dd41+hnnt4myTFwqcQNr/9/3noyEn9vbS7/wLVhNjVgAmi+RwE
loeKreX1/zpbBtVUKDLS91GLzF4rPadhbXC+//4F1jScyWfNO4KeIpTsIOuhEU3x
S5RdVzdeOLLMsTD1ghHs9f sdUDEm95A8sauEATK1Xwsk(Cq05Qa8a6gQ1mCl tpuraT
04SfLHS1p7HdKypIrXs4amS6BS++BOWmdCv/Yob6ztZtbY1Vxmi1XVFVe14B1X1Tx
} Ge nera te Pa rame te rs 4 Ge nera te Key / C SR Phs1dggA6x3uouY6oabHVp8LZLWbe/9PMtyMzkY0JFR2gGo=
----- END ENCRYPTED PRIVATE KEY-----
Code/sgfaws-lets-encrypt-101/example-keypair-ecdsa cat server.csr
----- BEGIN CERTIFICATE REQUEST-----
~/Co/ 5,/examp'|_e-keypai r-ecdsa openss]_ genpkey -genparam -a]_gor'ithm ec -pkeyopt MIICOTCCAeACAQAWGYkxCzAJBgNVBAYTALVTMREWDWYDVQQIDAhNaXNzb3VyaTEU
ec_paramgen_curve:P-256 -out server.pem MBIGALUEBwWWLU3ByaWSnZml1bGQxEDAOBgNVBAoOMB1NHR1BBVIMxGDAWBgNVBAMM
D3d3dyS51eGFtcGx1Lm9yZzEIMMGCSqGSIb3DQEJARYWaG9zdGlhc3R1ckBleGFt
cGx1Lm9yZzCCAUswggEDBgcghk jOPQIBMIH3AgEBMCWGBYqGSM49AQECIQD/ ////

jrk@jrk:~[Codef/sgfaws-lets-encrypt-101fexample-keypair-ecdsa

~/Co/s/example-keypair-ecdsa openssl req -newkey ec:server.pem -keyout server.

key -out server.csr AAAAAQAAAAAAAAAAAAAAAP///////////////ZBbBCD//// /AAAAAQAAAAAAAAAA
Generating a 256 bit EC private key AAAAAP//////// 1111/ //AQgWNsY12Kobk+ez671VdpiGvGUdBrDMU7D20848Pi S
writing new private key to 'server.key' YESDFQDENTYIhucEk2pmeOETnSa3gZ9+kARBBGSXOfLhLEJH+LzmSWOKQPJ3A328
Enter PEM pass phr-ase: LeszoPShOUXYnMKWT+NC4v4afSuOS+tKfA+eFiv0M1drMV70y7ZAaDe/UfUCIQD/

////AAAAAP/////// /7 /vOberacXnoTzucr(C/GMLUQIBAQNCAAQY1bY61ubgEpgr
x51r+k7F1ZVPmRbByVPIsg9UUofhT+xkqg4ozbp@3YBUyqgZhSpfoSXjGkQFcP80Q

, : , _ p1JAT+0j0AAWCGYIK0ZIZOEAWIDRWAWRATGHC FKhp/SD/5nGEBQGAQXC I 2XMYA
You are about to be asked to enter information that will be incorporated 09257/03GKnT9I4CIDDR/ZSRAVpXr+qynwy fpSexXtDViXarCGFV6ZHbPgIq

into your certificate request. 0 TR | S S A B - - - - END CERTIFICATE REQUEST-----
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) []:US

State or Province Name (full name) []:Missouri

Locality Name (eg, city) []:Springfield

Organization Name (eg, company) []:SGF AWS

Organizational Unit Nome (eg, section) []:

Common Name (eg, fully qualified host name) []:www.example.org

Email Address []:hostmaster@example.aorg

Verifying - Enter PEM pass phrase:

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
~/Co/s/example-keypair-ecdsa I ok | 265 | 15:08:41
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

INSPECTING RSA CSR AND PRIVATE KEY

S openssl req -noout -text -in server.csr
Certificate Request:

» Certificate Request

openssl reg -noout \
-text -i1n server.csr

» Private Key

openssl rsa -noout \
-text -i1in server.key

Photo by Guillaume Bolduc on Unsplash

Data:

Version:
Subject: C=US, ST=Missouri, L=Springfield, O=SGF AWS,
CN=www .example.org/emailAddress=hostmaster@example.org
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

INSPECTING ECDSA CSR, EC PARAMS, PRIVATE KEY

S openssl req -noout -text -in server.csr

» Certificate Request

openssl reqg -noout \
-text -i1n server.csr

» Elliptic Curve Parameters

Data:

Certificate Request:

Version: 0 (0x0
Subject: C=US, ST=Missouri, L=Springfield, O=SGF AWS,

)

Subject Public Key Info:

openssl ecparam -noout \

-text —in server.pem \
-param enc explicit

» Private Key

openssl ec -noout \
-text -1n server.key

Photo by Guillaume Bolduc on Unsplash

Public Key Algorithm:

12§
€9 :
be:
91

Oe
iEiEL

O
ik

2[5 8

T (5he

A

315):

Ble ¢

00:

:9e:

oa:

el
3
slo Zue

Public-Key: (256 bit)
pub:
04:18:95:b6:3a:8a:ee:aa:
dg:e5:d5k 95:4£:99: 16k cilss
87:el:4f:ec:64:ab:8a:33:
06:61:4a:97:e8:49:78:c6:
52:40:4f:e3:a3
Field Type: prime-field
Prime:
0)(0)898E §adii BagiEgaiis g (0)(0)8 (010 5005
00:00:00:00:00:00:f£f:ff:
i SRR
A:
)08 984E § agat 8 aEiE §aiiE 3 (0)(0)8 (01(0) 5 0)(0)'5
00:00:00:00:00:00:f£f:ff:
IEIE SURIE 2 JEE
185 3
5a:c6:35:d8:aa:3a:93:e7
loxe!'s 635 g lels 06 3 1o R TEeIR 373 3100 ¢
60:4b
Generator (uncompressed) :
OF! ¢ Glo g 1L delilgiE2 5 U@ 5 42, ¢
40:£2:77:03:7d:81:2d:eb:
98:c2:96:4f:e3:42:e2:fe
Ve RIOE Y= 2 1L 65210 5 oS8 3 8 57 &
643} JESFVES Ioft o 5l lES
Order:
[0 BEERE 5 EhE 3 SE1Es 1 1E 3 QNORBI00) 5 ©0) <
1thE QNE IR lofe, 8 @6/ ta s el e 7/ 8 1L 7
BI85 851!
Come it Ot 1 (0x1)
Seed:
c4:9d:36:08:86:e7:04:93:
1637 33 1L g YhE S Ta s 90
Attributes:
a0:00
Signature Algorithm: ecdsa-with-SHA256
044 07 OB IEc 29351 2 26 2 IETS [RE S Iaehs
10 5¢:28: fi6:lcd:ch6:00:a3:dd:b2:8f:fa:
0228 202 80 glelll B 1£ 3=t 3 5 11 B0 Al RS WA PO = e
bl:5e:d0:d5:8d:76:ab:08:61:55:e9:91

s(3llo) g

id-ecPublicKey

98:
53 ¢
9d:
01:

00:
iEdE &

00 ¢
iEiE &

3b:

8
al:

o7t e

3l ¢

ff:
84 :

06:

clo@

9@ ¢
18:
Of .
3e:

2b:
c8
37 &
5C&

00:
it iE 8

00:
it it 8

2 loglks

ce:

fa
9b:
S5e:

LI R
it 3

78

be
a9
Oc

02 ¢

CN=www .example.org/emailAddress=hostmaster@example.org

e7c

A2 :

00 :
Chfall:

00:
iEIE ¢

00 ¢
EIE g

55 ¢
Sk

1e6:
:al:

CEx:

IEIBE

2 16 9E

el

3 (Sl
:d3
3 C)iE
2a

98:
0)1E &
185y
el s

00:
IE4E 2

00:
IEIE 2

76:
3e:

eb:
39:

cb

ICHE &
el &

I8 36:

ab:
54:
32:
90k

00:
Tiiings

00 ¢
iEdE ¢

98:
27 ¢

3¢

45

2196 ¢

IEIE
T2

9d:

fa:
52 &
aa:
ao6:

00 5
iE3E 8

0)(0) 5
iE4E 2

86:
2k

ad:
ds8:

40 :

ol
e

2 G

:42:a0:
RINEEN:
:a7:97:

$ openssl ecparam -noout -text \
-in server.pem -param enc explicit

Field Type:

Prime:

00:
(0)(@F3
e o

(0){0) 3
0)0)'3
it 18 9

5a:
ok
504

4b

Generator

04:
40) &
98 :
7E
68:

Order:
00)
if iE
63

SE

JE 1T
WE 1T
225

Cofactor:

Seed:
c4
b7

2 el -
: SHlNE

IET ¢
00 ¢
i4F ¢

e, {55
010 ¢
IE It &

©6 ¢
55 ¢

Blo &
iE2 ©
©2 &
0)E

ff

fc

I o
00 ¢

g et &
00300 &

ff:
00 &

35:d8:
lels06&

iy
002

ITTL g
00:

aa

00
00

00:
00 <

2 32
16)0):2

CE@

prime-field

c 00
o Siia <

00:
S :

: 93
3 58

(uncompressed) :

17
oo

S EIE B

:bc
2 51
1

36,2
9f:

sElL £
208
96 :
9e:
2O &

4f

16:
51 ¢

e
1e6:

i

7d:
:e3:
21ee

125

IEdE8
fa:

(0x1)

08:
Te:

86
90

tel:
g

42
&a

00:
ad:

el

2€E
el
re2:
B3

00:
a’l:

04:

e’/
2100 £

IO
ICIEg

DI0F:
TEAE. 5

47 &
eb:
fe:
S ©

00:
1Y ©

93:

0r1lg2
ff:

01:
ff:

210) 5
fo:

A o
Sepe
L& =
6b:

00 g
Oe:

oa:

0X0) 5 (0)(0) 3 (00 &

e Ff:

00 <
128 5

teb:
Sk

£8

al:

L

Sel E

I
S

06:

00:
LI g

bd:
ce:

3le@
f4:
: 9b:
Se:

ILiE g

£3

78

ICIC &

00:
it 1€ 8

99 :
Bick

1e6:
al:
8e:
3Eie

c

ff:
2199 S

tel:

00:
I

0iOF:
{1

JISE
3e:

eb:
398
e’:

ICIE 3
CEl8

L3 3

00:
i IE-C

00:
I IE &

98 :

277

B3
45:
eb:
:b6:

ff:
©2 ¢

9d:

00:
EdE 9

00:
LI g

86:
2@l2 ¢

ad:
ds8:
4a:
40:

ff:
fc:

26:

$ openssl ec -noout

-in server.key

read EC key
Enter PEM pass phrase:
Private-Key:

priv:
2e

b8:
ad:

pub:

04:
de:

87

06:
52 ¢

:91:
40 :

55

18:
Sk
el
ol:
40:

84 :
02:

95

el5 ¢
4f
4a:
4f

(256 bit)

:b6:
953
ec:
97 :
e3:

3¢

3a
4f

04 :

e8
a3

:8a:
2993
ab:
3419 ¢

29503 54E199BE S
L9 S5 18 7-4

Field Type: prime-field

Prime:

00:
00:
fafils

00:
00:
ITIE ¢

5a:
loe g
00 :

it

4b

Generator

04

40
CISIE
e &
68:

Order:
00
It 18
63

:6b:
s 7
c 2%
(0)5f5es

&

2 TRAS
D 10E £
2 28

Cofactor:

Seed:
c4
b7

: 9d:
o Gl 'e

e
00:
IE IE &

B IT G
@0c
o E@

206
55«

Sl it
00:00:00

imn
S
00

35
1d

(uncompressed) :
e § @l /4els
2 2015
1e2:
6 3

17

77 :
9@ ¢
9e:
2JO)IE &

iEdEQ

loxe
5 b
1

BlCE

9f

QIRIE €
200 <

o@ld ¢

ff
00

aa

:06:b0

3@Ml

0 ¢
4f:
8%
Sl g

1E4E 8
1e6:

el
e3:
2b:

5

itit g
fa:

(0x1)

08 2
e

86
90

:00
200

:00
:00

: 3a
ele

81
42
ce

e’

Q)@
ad:

200 ¢
o e

SOIOE
o Fifaks

2930

253

ee:
16:
8a:
NEE

() (O
a’l:

04:

92:
JUEIE

aa:
Fe9c
be:
91 <

333
co:

00:
IEiE g

00 ¢
ff:

e’

2lel0 e

428
eb:
fe:
She/me

00:
17 g

933

of:
58:

7

Ol g
e g

01

ICIC 8

ol ¢
Th e

A S
.
la:
6b:

00:
Se:

oa:

-text \

94 :
o)

:98:

55

9d:
0l:

00:
WIE g

2 (0)0)
£ il

eb

£8

al:
"7/ 3E ¢
S il

IE4E 3
84 :

006:

21:
GJig

210 ¢
ISk
37 ¢
5@ ¢

00 ¢
it it g

00:
I g

Slscly:
Bk

ce

S10E &
f4-
9b:
S5e:

iEiE ¢

s

TSye

09:
42

®7 S
192 3
60:
3f:

00:
WiE 8

(010) 2
iff Tk

5'5%
s 3@s

eo6:
al:
8e:
ce:

IEE 3
31993

el:

9c:
208

98 :
Of:
1L 5§
© 38

00
It it

Q0 4
1E 1F g

168
3e:

eb:
3 9k
e’l:
clo ¢

s {8
Rl &

18¢c

itdkg
9a:

ab:
5dle
32 ¢
90:

00:
TG 3

0108
i it g

98:
27 :

63

IE 159
S4B

9d:

i 194
oD g

fa:
52K
aa:
ao:

00:
1EfE 4

00
IE It g

86:
el2 ¢

:ad:
15) 3
eb:
b6:

ds8:
4a:
A0S

T ¢
@ ¢

26:


https://unsplash.com/@guibolduc?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/container?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

COMPARING LET'S ENCRYPT CERTIFICATES T0 COMMERCIAL CERTIFICATES

» Certificate Types - Let's Encrypt only offers Single Domain, Multi Domain, and Wildcard
Certificates [1]. Other vendors also offer Certs for IP addresses [2] [3] and Code Signing [4].

» Certificate Term - Let's Encrypt Certificates are valid for 90 days and are automatically
renewed every 60 days. Commercial Certificates are valid for 1 year and must be manually
renewed each year, per Apple and Google. [5]

» Validation Levels - Let’'s Encrypt offers Domain Validation (DV). Commercial Certificates also
offer Organization Validation (OV) and Extended Validation (EV).

https://community.letsencrypt.org/t/wildcard-domain-step-by-step/58250/6
https://www.ssl.com/fags/order-ssl|-tls-certificate-for-ip-address/
https://community.letsencrypt.org/t/certificate-for-public-ip-without-domain-name/6082/88
nttps://community.letsencrypt.org/t/do-you-support-code-signing/370

5] https://www.godaddy.com/garage/ssl-term-change-2020/

2wWN =
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

COMPARING LET'S ENCRYPT CERTIFICATES T0 COMMERCIAL CERTIFICATES

(CONTINUED)

» Warranty - Some Commercial Certificates offer a warranty (e.g. $10K, $100K, etc) to be paid if

you experience a loss related caused by certain Certificate security issues. Let’s Encrypt does
NOT offer a warranty. [6]

» Trust Site Seal - Some Commercial Certificates offer a “Site Seal” to be displayed on your
website. Let's Encrypt “will never offer a “site seal” that indicates some sort of security
guarantee, because they are easy to spoof and confusing to users” [7]

[6] https://community.letsencrypt.org/tos
[7] https://community.letsencrypt.org/t/lets-encrypt-badge-for-websites/6863/12
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

COMPARING SECURE CERTIFICATE VALIDATION LEVELS

» Domain Validation (DV) - Automated validation that confirms Customer/Client controls the
domain name. This could include an email to a WHOIS contact for the domain name,
requesting/veritying a specific file be created on the HTTP server for the Certificate FQDN, or
requesting/veritying a specific DNS record be created for the Certificate FQDN. Validation can
take as little as a few seconds.

» Organization Validation (OV) - Authenticate organization (e.g. DNB lookup). Verity applicant’s
right to request certificates for the organization. Enables BLUE address bar on some browsers.

Validation takes 1-2 days.

» Extended Validation (EV) - Same as OV, except more rigorous org validation.
Enables GREEN address bar on some browsers. Validation takes 7-10 days.
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE BEST PRACTICES

4

Private Key and Certificate - Key Strength, Protecting Private Keys, Choosing a CA, Signature
Algorithms, DNS CAA

Configuration - Certificate Chains, Protocols, Cipher Suites, Forward Secrecy, Key Exchange, Mitigate
Known Problems

Performance - Excess Security, Session Resumption, Optimization, HTTP/2, Content Caching, OCSP
Stapling, Cryptographic Primitives

HTTP and Application Security - Encrypt Everything, Third-Party Trust, Secure Cookies, Secure
Compression, Strict Transport Security, Content Security Policy, Do Not Cache Sensitive Content

Learn More
nttps://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

nttps://www.ssl.com/guide/ssl-best-practices/
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE COMMON ISSUES

» Using Self-Signed Certificates - Visitors will receive security errors because your certificate is
not trusted by their browser. Exceptions: Local Development; Internal Corporate Networks

» Using an untrusted Certificate Authority - Same result as above when a browser revokes trust
for your chosen Certificate Authority [1] [2] [3]. Let’s Encrypt and Amazon should both be safe.

» Incomplete Certificate Chain - Does your certificate only work in certain browsers? Some
browsers cannot validate your Certificate without the full chain! Ensure your web server or load
balancer is sending the entire Certificate Chain. Run an SSL Server Test
(www.ssllabs.com/ssltest/) to check for Certificate Chain issues.

1] https://www.zdnet.com/article/google-bans-another-misbehaving-ca-from-chrome/
2] https://blog.mozilla.org/security/2018/03/12/distrust-symantec-tls-certificates/
3] https://thehackernews.com/2017/07/chrome-certificate-authority.html
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE COMMON ISSUES (CONTINUED)

» Typo in Certificate Signing Request (CSR) - If you are manually processing your Certificate
Request, inspect your CSR and MAKE SURE the subject (FQDN) is spelled correctly BEFORE
you upload the CSR to your Secure Certificate vendor.

» Not Protecting your Private Key File - When you generate a KEY and CSR, you must be very
careful to protect your KEY file! The file should never be accessible to end users. Anyone who
has the KEY file can decrypt all of the data transmitted between your server(s) and your users!

» Forgetting Renewal Dates - If your Secure Certificate expires, browsers will display a security
errors and apps will break [1] [2]. Find a Certificate Management solution that notifies you of
upcoming expirations.

Learn More https://programminginsider.com/common-mistakes-to-avoid-while-installing-an-ssl-certificate/

[1] https://www.engadget.com/spotify-us-outage-august-2020-130456478.html
[2] https://techcrunch.com/2020/03/16/microsoft-teams-down/
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE CONFIGURATION TIPS

» CAA - Publish DNS CAA records for your domain to restrict which Certificate Authorities can
issue certificates for your domain [1].

» OCSP Stapling - Configure your web server to serve a signed OCSP response each time it is
negotiating a new HTTPS connection, otherwise each visitor must perform an OCSP lookup [2].

» HTTP Strict Transport Security (HSTS) - Configure your web server to advertise that your
website FQDN (or entire domain name) only accepts HTTPS connections. Browsers will refuse
to connect to your website via HTTP. This prevents downgrade attacks and cookie hijacking.

» Certificate Transparency (CT) Log Monitoring - Do NOT opt out of CT logs!
Monitor CT logs for any unauthorized certificates issued for your domains [3].

1] https://sslmate.com/caa/
2] https://www.ssl.com/faqs/fag-digital-certificate-revocation/
3] https://github.com/SSLMate/certspotter
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SGF AWS: LET'S ENCRYPT 101 (SECURE CERTIFICATES FOR WEB SERVICES)

SECURE CERTIFICATE CONFIGURATION AND TESTING RESOURCES

» SSL Configuration Generator (by Mozilla)
https://ssl-config.mozilla.org/

» SSL Website Test (by Mozilla)
https://observatory.mozilla.org/

» SSL Website Test (by Qualys)
https://www.ssllabs.com/ssltest/

» SSL Web Browser Test
https://www.howsmyssl.com/
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Questions?

Discuss in our Springfield Devs Slack channel .. #aws

SPRINGFIELD AMAZON WEB SERVICES USER GROUP
FEBRUARY 2021 H#SGFAWS

LET'S ENCRYPT 1071
SECURE CERTIFICATES FOR WEB SERVICES
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Thank you'

» Follow me!

SPRINGFIELD AMAZON WEB SERVICES USER GROUP
FEBRUARY 2021 H#SGFAWS

LET'S ENCRYPT 1071
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